Akademickie
Centrum
Informatyki ZUT

‘
“w
L\ \

Akademickie
Centrum Informatyki

Wydzial Informatyki ZUT



Wydziat Informatyki

Sieci komputerowe | Telekomunikacyjne

ARP — Address Resolution Protocol

Krzysztof Bogustawski
tel. 449 41 82
kbogu@man.szczecin.pl



The ARP Process — Mapping Addresses

10.10.0.1 10.10.0.2 10.10.0.3
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

10.10.0.4
00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF

10.10.0.254
00-10-7b-e7-fa-ef
FFFF.FFFF.FFFF

Ceueu@

Click to see the steps.

Network



Tablica ARP

Adres IP Adres MAC

10.10.0.2 00-08-a3-b6-ce-04 300 s
10.10.0.3 00-0d-56-09-fb-d1 400 s
10.10.0.4 00-12-3f-d4-6d-1b 350 s

Przetozenie adresow IP na adresy MAC

Przyktad dla sieci lokalnej




The ARP Process — Mapping Addresses

A's ARP CACHE

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

B B

Follow the steps for generating
a new pair in the ARP table when
the destination is on the local
network.

10.10.0.254
00-10-7b-e7-fa-ef
FFFF.FFFF.FFFF

Network

0eee@@

Click to see the steps.



The ARP Process — No ARP Entry

A's ARP CACHE
10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

g 5

'fl need to send a.\'

frame to 10.10.0.254
10.10.0.3 but | 00-10-7bh-e7-fa-ef

FFFF.FFFF.FFFF

GO0eee@

Click to see the steps.




The ARP Process — Broadcast ARP Request to Devices

A's ARP CACHE

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

If your IP
address is 10.10.0.254
10.10.0.3, 00-10-7h-e7-fa-ef
please tell FFFF.FFFF.FFFF

Network

WeOwe@

Click to see the steps.



The ARP Process — Unicast ARP Reply with MAC Address

A's ARP CACHE
lam 10.10.0.3.
10.10.0.1 10.10.0.2 1010  gmyMAC  0-10.04
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d- address is 00- )0-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.| FFF.FFFF.FFFF

10.10.0.254
00-10-7b-e7-fa-ef

FFFF.FFFF.FFFF

We@e@Cu@

Click to see the steps.




The ARP Process — IP and MAC Addresses Stored in ARP Cache

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

| will store
10.10.0.3 and 10.10.0.254
00-0d-56-09-fb- 00-10-7b-e7-fa-ef
d1 in my ARP FFFF.FFFF.FFFF

Network

We@@O@

Click to see the steps.



The ARP Process — ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF
~ | can now send
the frame to 10.10.0.254
10.10.0.3 with 00-10-7b-e7-fa-ef

the MAC FFFF.FFFF.FFFF
W ﬁﬁ Qﬂt‘"“fk

Ce@@@0

Click to see the steps.




Tablica ARP

Adres IP Adres MAC

10.10.0.2 00-08-a3-b6-ce-04 300 s
10.10.0.3 00-0d-56-09-fb-d1 400 s
10.10.0.4 00-12-3f-d4-6d-1b 350 s

Przetozenie adresow IP na adresy MAC

Przyktad dla sieci rozlegte;




ARP—Communicating Outside the Local Network

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1
00-0d-88-c7-9a-24
FFFF.FFFF.FFFF

B B

10.10.0.2

FFFF.FFFF.FFFF

10.10.0.3
00-0d-56-09-fb-d1
FFFF.FFFF.FFFF

00-08-a3-b6-ce-04

10.10.0.4
00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF

s B

Follow the steps for generating a
new pair in the ARP table when the
destination is outside the local
network.

& -

00-10-7b-e7-fa-ef
FFFF.FFFF.FFFF

10.10.0.254
Q&twork)

e

Click to see the steps.



ARP—No ARP Entry for the Gateway

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-0a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

| need to send a

frame to
172.16.0.10, but it is 10.10.0.254
outside my network 00-10-7b-e7-fa-ef

and | don't know FFFF.FFFF.FFFF
the MAC address of ﬁ Networi
@

Click to see the steps.




10.10.0.1
00-0d-88-c7-9a-24
FFFF.FFFF.FFFF

|

ARP—Broadcast ARP Request to Devices

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.2 10.10.0.3 10.10.0.4
00-08-a3-b6-ce-04 00-0d-56-09-b-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

If your IP
address is
10.10.0.254,
please tell

10.10.0.1|00-0d-

10.10.0.254
00-10-7b-e7-fa-ef
FFFF.FFFF.FFFF

Network

WeOuea

Click to see the steps.



10.10.0.1
00-0d-88-c7-9a-24
FFFF.FFFF.FFFF

ARP—Reply with MAC Address of Gateway

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.2 10.10.0.3 10.10.0.4
00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

| am
10.10.0.254. So

| respond with

my MAC 10.10.0.254
address 00-10- 0.10-7b-e7-fa-ef
7b-e7-fa-ef. FFFF.FFFF.FFFF

Network

C@e0u@

Click to see the steps.




The ARP Process—IP and MAC Addresses Stored in ARP Cache

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF
| will store i i
10.10.0.254 and
00-10-7/b-e7-fa- 10.10.0.254
ef in my ARP 00-10-7b-e7-fa-ef

FFFF.FFFF.FFFF
& - (—
@

Click to see the steps.




The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0d-88-c7-0a-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

L ——
| will forward
7 the packet in

| can now send - this frame

the frame with based. on a
a packet to route inmy  ra.ef
172.16.0.10 routing table. FFFF

with the MAC

address 00-10- <\letwurk>
Tb-e7-fa-ef. >

J

Ge@@@O

Click to see the steps.



The ARP Process - Removing Address Mappings

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 | Computer C 10.10.0.4
00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 removed from 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF ST FFFF.FFFF.FFFF
If C's IP and MAC 10.10.0.254
addresses are not 00-10-7b-e7-fa-ef
removed from A's FFFF.FFFF.FFFF
ARP Cache, A may

still try to

<



ARP Issues:
» Broadcasts, overhead on the Media
« Security

Shared Media (multiple access)
ARP broadcasts

288

A false ARP message can provide an incorrect MAC address that will then hijack frames
using that address (called a spoof).

8 6 6 2 46 to 1500 4

Preamble Destination  Source Type Data Frame Check
Address Address Sequence



Koniec

Inne prezentacje znajdujg sie na stronie:

http://kbogu.man.szczecin.pl




